DEPARTMENT OF THE ARMY

COMPANY C, 411 ENGINEER BATALLION COMBAT (H)

1657 A MARINE DRIVE ROUTE 1

SANTA RITA, GUAM 96915

                                                                                                                                    19 August 2000

Company C, 411th En Bn Unit  Physical Security Operation Procedures (SOP)

1.  General:  


a.  Purpose:  This plan provides measures designed to safeguard personnel, to prevent unauthorized access to equipment, facilities, materials and documents and to safeguard them against espionage, sabotage, damage and theft.  


b.  Application:  This SOP applies to all assigned and attached personnel of this unit.

     c.  Objective:  To establish procedures that will protect the personnel, equipment and facility from any act od crime, theft of intentional damage.

2.  Reference:  


a.  AR 190-11  Physical Security of Arms, Ammunition, and Explosives


b.  AR 190-51  Security of Unclassified Army Property


c.  AR 710-2    Policy Below the Wholesale Level


d.  FM 19-30    Physical Security


e.  DOD Manual 5100 76M Physical Security of Conventional Arms, Ammunition and Explosives

3.  Responsibilities:  Physical security is the direct and inherent responsibility of the commander, who will appoint a physical security officer.  The duties of the physical security officer include:  


a.  Plan, formulate, and coordinate physical security matters.  


b.  Review all plans for new construction or modification to insure that all possible physical security safeguards are built in.  


c.  Coordinate physical security activities with physical security officers of the other units using this center.  

4.  Control Measure:  Restrictions on access and movement into critical areas outlined herein will apply to each person assigned to this unit.  


a.  Personnel Access:  All structures and/or enclosures will be secured with locking devices when unmanned.  Authority for access will be established by responsible unit commander.  


b.  Access Criteria:  



(1)  Unit personnel as required for official business and discharge of assigned duties.  



(2)  Visitors - As required for official business when escorted by unit personnel.  



(3)  Maintenance Personnel - As required and when escorted by unit personnel.  



(4)  Contractor Personnel - As required.  Janitorial contractors may be granted unescorted access to administrative area and access to areas containing priority one materials when escorted.  


c.  Identification and Control:  



(1)  For the purpose of this plan, access control is accomplished by key and lock system only.  The control of keys will be accomplished by the key/lock custodian within the frame work of the following rules.  



(2)  Company Commander, First Sergeant, and full-time staff (civilian/military) may have keys in their possession at all times.  



(3)  A key register will be maintained in show numbers of keys for each lock and current disposition.  



(4)  Identification of individuals entering as area will be the responsibility of all personnel with authorized access.  


d.  Material Control:  



(1)  The Company Commander will conduct a quarterly unannounced inspection of the Center to issue that ammunition and explosives materials are not caged, stored without approval, and/or stored for an extensive period of time.  The quarterly inspection must be documented by a memorandum.  In the event any unauthorized and/or unapproved ammunition or explosive materials is found, para 6c(4), 1A Reg 710-2 will be complied with.  



(2)  All incoming and outgoing materials will be checked by responsible individuals to insure compliance with the following rules:  




(a)  Only authorized items are included. 




(b)  No sabotage devices are included.  




(c).  No fire producing devices are included without specials handling noted.  


e.  Aids to Security:  



(1)  Perimeter Barriers:  




(a)  Where possible, fencing will be used to enclose installation and vehicle parking area.  




(b)  Fencing will be kept clear of undergrowth at all times.  




(c)  Appropriate signs will be posted to fence(s).  




(d)  Periodic Inspections will be conducted by unit commanders to determine maintenance requirements.  



(2)  Protective Lighting Systems:  Extension lighting will be used during the hours of darkness to light areas around the building and vehicle parking area.  

5.  Emergency Action:  County or local law enforcement personnel will be stationed near the door of the Gordo Reserve Center.  County or local enforcement personnel will have a list of center personnel to contact for entrance to the building.  

6.  Coordinating Instructions:  


a.  A physical security survey will be conducted upon request to the senior unit commander or Class I installation as directed by higher headquarters.  


b.  Liaison will be made with local law enforcement agencies to establish the individuals requirements for police patrols, etc.  

7.  Reserve Center Security:  The senior technician is responsible to see that the Reserve Center is properly secured at the end of each workday.  In his absence the next training technician will be responsible.  
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DEPARTMENT OF THE ARMY

416th REPLACEMENT COMPANY

ROUTE 4, BOX 50-V-1

GORDO, ALABAMA 35466-0050
                                                                                                                            1 April 1997

INTRUSION DETECTION SYSTEM (PHYSICAL SECURITY) SOP
1.  GENERAL:

     a.  Purpose:  To establish and outline policies and procedures for operation, testing and maintenance of the Intrusion Detection System for the Arms Room.  

     b.  Application: This SOP applies to only authorized personnel with access to enter Arms Room,  

      c.  Objective:  To establish procedures for properly opening and securing the Arms Room.

2.  This Reserve Center’s alarm system is monitored by the Fort McCoy Provost Marshal’s Office at Fort McCoy WI.  Telephone: (608) 388-5455/2955/2266.

3.  PROCEDURES FOR DISARMING/SECURING THE SYSTEM:


a.  The Facility Commander or the designated representative will control the Access Codes for the Advantor Alarm System.


b.  To disarm the system:  At the keypad enter your 7 digit access code and press ENTER.

     c.  To arm the system:  At the keypad press ON and enter your 7 digit access code and press ENTER.  


d.  Pay attention to the keypad when arming the system as it will indicate if there is a problem or will prompt you for additional information.  The display will tell you if the system is armed, not armed or if there is a problem with one of the devices.  If there is a problem notify the Fort McCoy Provost Marshal at the numbers listed above.   If you are unable to arm the system, they will  take you through the necessary steps to determine the problem and correct it for properly arming the systems. 


      e.  DO NOT LEAVE THE VAULT UNARMED.  An armed guard must be posted Contact the Gordo Police Department at 364-7111 and one of the personnel listed below. 


NAME












TELEPHONE NUMBER

Mr (First Mi. Last)                                                      (111)222-1111
SFC  (First Mi. Last)              






    (111)222-1111
SSG (First Mi. Last)                                                   (111)222-1111
SFC (First Mi. Last)                                                   (111)222-1111
                                                                                   Commander's First Mi. Last Name
                                                                                   Rank, Branch
                                                                                   Commanding

SECURITY OF WEAPONS AND AMMUNITION SOP 416TH REPL CO

1.  GENERAL:  


a.  Purpose:  To outline policies and procedures for storage and control of firearms and ammunition.  


b.  Scope:  The Physical Security Officer will insure that the provision of this SOP are brought to the attention of all personnel assigned and newly assigned.  

2.  REFERENCES:  


a.  AR 710-2


b.  AR 190-11  2/supplements. 


c.  

3.  CONTROL OF GOVERNMENT SMALL ARMS:  


a.  The 416th Repl Co Commander is responsible for overall internal and external security responsibilities.  


b.  The consolidated Arms room will be used to store small arms for the 416th Replacement Company and the 416th Replacement Company.  Each weapon rack will be identifies to indicate which unit is assigned to.  Keys to weapon racks for the 416th will be stored in separate containers from the 416th.  Keys for the 416th will be stored in that unit’s safe.  


c.  Government small arms will be locked in racks in arms room and intrusion detection devices activated except during periods of training duty where small arms are required and during authorized care and cleaning periods.  Weapons will be rendered inoperable in accordance with AR 190-11 and guidance from higher headquarters.  


d.  The responsible officer will control and safeguard not only the weapons issued to the respective unit but also the keys to the supply rooms, arms rooms, and weapons racks used to secure weapons.  To fix responsibility and maintain control the designated officer will be responsible tot he Commander for:  



(1)  Accounting for each weapon assigned tot he unit by type and serial number on FORSCOM Form 563-1-R, using an enclosure (FORSCOM Form 563-2-R) attached there to list serial number of weapons as prescribed in paragraph 2-2b, AR 190-11.  



(2)  The card system (DA Form 3749) will be used by the unit when issuing weapons to individuals.  When this systems is used, the DA Form 3749 will be in the Poisson of the individual.  When the individual presents the card, positive identification will be made before weapon is issued.  After weapon has been issued to the individual, DA Form 3749 will be placed in rack from which weapon was taken and held until weapon is turned in by the individual.  



(3)  The inventory of all weapons will be as follows:  




(a)  Quarterly inventory by serial number.




(b)  Physical count of weapons will be conducted in the intervening months and at the end of each drill assembly.  




(c)  Immediately upon receipt of any new weapons. 




(d)  In addition to the inventories cited above, frequent unscheduled inventories for detection of loss by collusion or surreptitious entry will be conducted.  



(4)  Accounting for each key to the supply room, arms room, and arms racks used to secure weapons and any other key used to lock facilities where supplies and equipment are stored.  The number of keys in circulation for each lock will be recorded on key control register.  



(5)  Safeguarding properly all keys in circulation, keys to arms racks, and/or containers will not be removed from the center.  



(6)  Individuals entrusted with keys will ensure that they are not left unattended or accessible to any individual other than the person authorized custody by the responsible with.  



(7)  The responsible officer will make personal checks to insure that the necessary precautions are complied with.  


e.  When small arms are transported by unit to repair shop, training areas, rifle ranges or for purpose of exchange, unit personnel will be positioned in the cargo section of the vehicle, providing personnel safety standards are observed (AR 385-55), as security escort.  Weapons will be transported in locked racks or other appropriate containers.  When moving weapons to field exercise, inventory weapons before leaving the center, upon arrival at field sites, before leaving the field site, and upon returning to the USAR center.  A trail vehicle will always follow the weapons.  When in a field environment, weapons and gas masks should be inventoried at least once daily.  Notify the local Provost Marshall immediately if a weapon is determined to be lost.  

4.  AMMUNITION:  Requisitions will be submitted for ammunition only when required for annual weapons qualification, field training exercise and any other training requirement that authorize the use of ammunition.  Strict control will be maintained until ammunition has been expended.  Excess ammunition will be turned-in promptly in accordance with current directives.  

5.  LOSSES OF ARMS AND AMMUNITION:  Losses of arms and ammunition will be reported without delay to the Provost Marshall, Fort McClellan, AL and local law enforcement agencies.  Chapter 7, AR 190-11 gives guidance on the other procedures to be followed after discovering a loss.  

6.  SECURITY CHECKS:  Local enforcement officials will be notified in writing of location of USAR facility and requested to make security checks of the outside premises during routine area checks.  Police will be informed of times that the area and building are not occupied by authorized personnel.  

7.  CONTINGENCY PLAN:  


a.  In the event of any type of disaster, fire, storm, civil disturbance, etc., and when directed by the Commander of higher headquarters, all weapons will be evacuated to Fort McClellan, AL or an area assigned by higher headquarters.  Weapons will be receipted for by properly authorized personnel.  


b.  If this facility is destroyed and weapons have not been evacuated, guards will be posted and will remain until all weapons have been recovered or accounted for and properly disposed of.  

8.  PRIVATELY OWNED FIREARMS:  Privately owned firearms will not be stored at this installation.  
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     5 August 1996

MEMORANDUM FOR RECORD

SUBJECT:  Physical Security Interview

I, Joe P. Toole has interviewed 1SG Coleman, Eddie, SFC Rogers, Victoria, and SSG Ventry, Joseph A., Jr. in accordance with AR 190-11 and found then satisfactory.  
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                 5 August 1996

MEMORANDUM FOR 364th Replacement Battalion, 343 Highway 12 West, Starkville, MS  39759-3632

SUBJECT:  Property Book Items

1.  Under the provisions of Paragraph 9-9, DA PAM 710-2-1, a physical inventory has been conducted on all property book items not issued on hand receipts.  Any discrepancies have been accounted using DA Pam 710-2-1 or AR 735-5.  

2.  Reference:  


a.  DA Pam 710-2-1


b.  AR 735-5
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DEPARTMENT OF THE ARMY

416th Replacement Company

Route 4 Box 50-V-1

Gordo, Alabama  35466-0050

STANDARD OPERATING PROCEDURES

KEYS AND LOCK CONTROL

1.  The purpose of this SOP is to provide a uniformed guideline for key and lock control procedures.  

2.  KEY CUSTODIAN:  A key custodian will be appointed to issue and receive and maintain accountability for office unit or activity keys.  The key custodian will also endure that individuals are designated to issue, receive, and account for keys in his or her absence and that they clearly understand local key control procedures.  

3.  KEY CONTROL REGISTER:  Keys will be signed out to personnel, as needed on a key control register.  The key control register will, as a minimum, contain the identification number of the key, date and hour of issuance, signature of recipient, and initials of individuals receiving the returned key.  When not in use, the key control register will be kept in a locked container with access control.  

4.  KEY DEPOSITORY:  


a.  A lockable container, such as a safe or filling cabinet, or a key depository box of at least 26 gauge steel, equipped with a tumbler-type locking device and permanently affixed to a wall, will be used to secure keys.  


b.  Only necessary primary keys will be maintained in the depository for ease of accountability.  Duplicate keys will be stored in a separate, locked container.  


c.  The key depository will be kept located in a room where it is kept under surveillance around-the-clock or in a room that can be locked during non-duty hours.  

5.  LOCKS:  


a.  US Government, key-operated, tumbler-type padlocks will be used to safe-guard unclassified, nonsensitive Army supplies and equipment if a lock is required.  The following padlocks are recommended; selection should be based on value of items protected, mission-essentially, and vulnerability to criminal attack:  



(1)  Padlock, low security, key (without chain), NSN 5340-00-1522-3805; (with chain), NSN 5340-00-158-3807.  



(2)  Padlock, medium security, key NSN 5340-00-799-8016.  


b.  Master key (common key) padlock sets will not be used.  


c.  Padlocks in use offering a comparable level of security should not be changed solely to confirm with the recommendations of this SOP.  


d.  Padlocks not in use will be secured in a locked container along with their keys.  Access to the container will be controlled.  

6.  KEY AND LOCK ACCOUNTABILITY:  


a.  Keys to locks in use protecting property of an office, unit, or activity will be checked at the end duty day.  Differences between on-hand keys and the key control register will be reconciled.  Keys may be issued for personal retention if daily turn-in clearly jeopardizes mission readiness or seriously impedes operational efficiencies.  Personally retained keys will be inventoried on a “show basis” no less than monthly.  


b.  Padlocks and their keys will be inventoried by serial number no less than semi-annually.  Inventory will be conducted on a “show basis”.  


c.  Padlocks will be rotated at least-once annually.  Rotation of existing locks and keys should be centralized and controlled by the key custodian.  


d.  When a key to a padlock is determined missing, the padlock will be replaced immediately.  

7.  When LOG book are assigned the driver assumes responsibility for the keys to the vehicle.  
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